
Executive Summary
2010 ended with a media scrum over Wikileaks and dire predictions about a new age 

of Internet enabled hacker-activism. But Threatpost argues that “stuff ” will trump sub-

stance in 2011 as a wave of IP enabled, loosely secured, Internet connected gadgets 

fi nally come online.

It’s the time of year when all of us gaze into the crystal ball and think of what the next 

12 months has in store. That’s a tough thing to do. In the IT security business, it’s even 

tougher, as the big events in the computer security world often turn on what’s not 

readily discoverable: unknown holes in common software platforms, loosely confi g-

ured servers holding sensitive data, the dark ruminations of malicious (but normal-

seeming) employees.  But when you step back a bit from specifi c events and it gets 

a bit easier to discern the terrain ahead. What does Threatpost think are the salient 

security trends that will shape the IT landscape in 2011? If “past is prologue,” as Shake-

speare famously wrote, then the events of 2010 have already set the stage for what 

will be the big stories of 2011. With that in mind, here’s a look back at some stories 

from the past year that we think point to security trends you should be watching for 

in 2011 and beyond.  

We in the media love a big story: something important and momentous with lots of depth 

and layers to reveal. These are stories that just keep on giving – revealing new truths and 

layers of complexity with each passing day. The problem comes when we try to extrapo-

late from big stories – looking into the crystal ball and taking a guess at what will come 

next, or what the long term impact of those “big stories” will be.  So it was with Wikileaks, 

one of the top stories of 2010, which centered on the online release of a hoard of classifi ed 

diplomatic cables, but quickly expanded to include online attacks and counter attacks by 

motivated activists supporting- and opposed to Wikileaks mission. Threatpost covered 

the to and fro of Wikileaks in a series of articles and editorials, including a story by Paul 

Roberts that looked at the underlying problem of data classifi cation and security within 

the military, and the conundrum enterprises and security fi rms face over calls to block 

access to Wikileaks content online. Pundits were quick to hail the arrival of politically mo-

tivated “hacktivism” as the new normal and distributed denial of service (DDoS) attacks as 

a potent cyber weapon for which there was no easy defense. We at Threatpost think there 

are lots of reasons to suspect that politically motivated hacking and DDoS attacks will be 

prevalent in 2011, but that “hacktivism” as a trend will lose its bluster and that future inci-

dents won’t generate either the headlines or the sense of urgency that Wikileaks and the 

corresponding attacks by the online group Anonymous did in the waning weeks of 2010. 

For one thing, loosely organized hacker-activist groups like Anonymous, 4Chan and 

others have been operating for years, while organized and politically motivated attacks 

against governments or activists groups have periodically made headlines in the last fi ve 

years, including reported incidents of “cyber war” against Estonia and other nations. 

DDoS attacks, also, have long been the weapon of choice for punishing those sites or 

voices you wish to silence online. In an editorial this week, Alex Rothacker, manager of 

Team SHATTER, the research team at Application Security Inc., points out that DDoS 

attacks come in diff erent forms and are diffi  cult to defend against. DDoS attacks aren’t 

really anything new, though. At the end of the day, the Wikileaks DDoS attacks were big 

news because Wikileaks Cablegate was big news – not the other way around. Take away 
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the huge breach of the U.S. military and diplomatic 

security and the “hacktivism” of Anonymous, J35st3r and 

the rest can be seen for what they really are: business as 

usual in the early 21st Century.

So hacktivism and DDoS aren’t likely to be any more of 

an issue in 2011 than they were in 2010. We do, however, 

think the issue at the center of the Wikileaks controversy: 

a massive data breach is likely to be one that makes 

headlines throughout 2011. As Yankee Group analyst 

Ted Julian pointed out in his Threatpost Op-Ed this week, 

Wikileaks’ amplifi es the impact of data breaches, as other 

groups and individuals tear pages out of Julian Assange’s 

playbook: combining sensitive and confi dential data 

with media savvy and the Internet’s ubiquity to score 

points against political or economic adversaries. That – 

and the increasing interest of states’ attorneys general in 

data leak litigation - will put more emphasis on compa-

nies to get a grasp on disparate data and knotted user 

access policies. Count on it!

Carry Wikileaks Lessons Into The 

New Year
Editor’s Note: The storm of news coverage about the re-
lease of confi dential diplomatic memos by whistleblower 
site Wikileaks may have passed, but the story is far from 
over. In the meantime, organizations are left to draw 
their own conclusions about the lessons of the Wikileaks 
scandal and, then, try to apply them to their businesses. 
In this opinion piece for Threatpost, Ted Julian, a Principal 
Analyst at Yankee Group, says there are four important 
lessons that organizations can learn from the sensational 
publication of classifi ed documents and carry into the 
New Year. 

By Ted Julian, Principal Analyst - Yankee Group

WikiLeaks Is A Tipping Point For 
Security

WikiLeaks has dominated both the 
airwaves and many IT conversations 
over the past few weeks.  There are 
many good reasons for this. Aware-
ness of the four year-old whistle 

blower Web site has  elevated the risk associated with 
leaked information in the minds of business execu-
tives. They now must ask themselves – “what if this 
got on WikiLeaks!?”  In the immediate aftermath of the 
release of Cablegate, the leaked U.S. diplomatic cables, 
conversation shifted to the wave of Denial of Service 
(DoS) attacks launched against Wikileaks’ Website by 
opponents of the group, and against MasterCard, Visa, 

and others by WikiLeaks activists. 

The motives and methods of these groups may be 
topics for discussion. But what’s clear is that WikiLeaks 
changes things for IT security.  This is not because of 
WikiLeaks specifi cally as an organization or because 
of any technology innovation associated with the site.  
Rather it is because of what these WikiLeak incidents 
represent.

Wikileaks: A Channel for Data Leaks

First, WikiLeaks as an organization represents the 
advent of a data leak channel through which pil-
fered or spilled leaked information can rapidly be 
publically disseminated.  Of course, there already 
were such channels before Wikileaks  (remember 
F***edcompany.com?) and there are sites that run 
alongside it today, such as Cryptome.org, albeit with 
less notoriety. But the success of Wikileaks may have 
ushered in a new and more permanent role for such 
sites. It has also ensured that there will be more such 
sites in the future, including Wikileaks spin-off  Open-
leaks.org.

Second, the attacks both for and against WikiLeaks 
served notice that hacktivism is less of a theoretical 
risk. Indeed we’ve reached a tipping point.  Because 
WikiLeaks has made data leaks and hacktivism a 
kitchen table conversation, organizations, as a practi-
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cal matter, need to prepare a response to them. 

WikiLeaks Amplifi es Data Loss

Organizations have been concerned about data leaks 
for years.  In light of ongoing breaches and mount-
ing PCI requirements, retailers have been deploying 
encryption and intrusion detection technologies in an 
eff ort to batten down the hatches to avoid credit card 
number loss.  WikiLeaks, however, represents a power-
ful lure for potential data thieves.  As such, it expands 
the scope of who needs to worry about data leaks while 
also amplifying the potential damage of those leaks.  An 
embarrassing e-mail to a non-profi t organization from a 
celebrity benefactor is one thing. But the damage might 
be  far worse if that memo is pumped out through the 
WikiLeaks media machine to reporters for sites like The 
Guardian, The New York Times and Der Spiegel.  Again, 
WikiLeaks is just the beginning. The coming year will 
see more variations on the Wikileaks model focused on 
specifi c topics and industries.  

WikiLeaks Catalyzes Hacktivists

While security pros have been discussing for years the 
possibility of hacktivism (hacking by activists), incidents 
of true hacktivism have been relatively few and fairly 
isolated.  Absent a specifi c threat, most organizations 
were justifi ed in putting this risk on the back burner. 
The latest attacks’ tied to WikiLeaks’ publication of the 
Cablegate documents, and the ensuing media frenzy, 
however, have pushed cyber activism onto the front 
burner for public and private organizations, as well as 
governments. Organizing a public demonstration at 
a world summit or commandeering a boat to stage a 
protest is a lot of work.  WikiLeaks sympathizers were 
able to garner greater publicity for their cause without 
leaving their desk. 

Mobile Proliferation Expands Wiki-Risk

PFC Bradley Manning, who is believed to have supplied 
Julian Assange with the stolen, classifi ed documents, 
famously burned data from the military’s SIPRnet onto 
CDs labeled “Lady Gaga.” But putting malicious insiders 

like Manning aside, lost devices present a very real risk, 
which that most organizations are struggling to cope 
with.  Specifi cally, mobile devices increase the risk of 
data leaks in several ways:

• Mobile drives data proliferation.  Currently there 
are over half a billion mobile devices in use with a 
smart operating system (like smart phones and tab-
lets); this number will more than double by 2013.  
Between e-mail, fi les, applications and other data 
stores, the rapid adoption of mobile devices ex-
pands dramatically the number of endpoints with 
sensitive data that organizations must consider at 
risk for leaking.  

• Mobile expands the threat landscape.  These 
devices a risk for the data they may store directly, 
but also for their connections to sensitive data.  A 
compromised smart phone risks becoming the 
weak link in an otherwise carefully constructed, 
defense-in-depth strategy if attackers can use it to 
gain trusted access to systems inside the organiza-
tion.  

• Mobile consumerization challenges IT control.  
Increasingly, employees are bringing in personal 
devices and using them for work.  This trend com-
plicates data leak prevention, as IT groups struggle 
to respect employee privacy while at the same time 
protecting corporate information.   

• Ironically, WikiLeaks comes just as enterprises, gov-
ernments,  service providers and security vendors 
are wrapping up 2010 and fi nalizing plans for 2011.  
All parties should use this opportunity to update 
their strategy and tactics accordingly.

The wrapping paper wasn’t even gone from under the 
Christmas tree before millions of newly empowered 
consumers began connecting their iPhones, iPads, Droids, 
Kindles and – increasingly – Internet enabled TVs and 
home appliances to the ‘Net.  There’s no question that all 
that IP-enabled “stuff ” will be a boon to enterprising hack-
ers – white hat and otherwise - in 2011. In truth, we have 
already been seeing evidence of this in 2010. Research-
ers Travis Goodspeed and Michael Ossmann used their 
presentation at this year’s ToorCon in San Diego to explore 
the capabilities of the IM-Me wireless text messaging toy 
for girls, which the researchers were able to reprogram 
to serve as a spectrum analyzer, garage door opener and 
automobile keyless entry device. 

Consumer devices may not be the only targets. We 
reported last week on the arrests of more than a dozen 
individuals linked to an online scam that leveraged com-
promised voice over IP (VoIP) servers to call premium rate 
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numbers. With services like the Shodan search engine 
now indexing SIP (Session Initiation Protocol) servers, 
we expect to see an uptick in attacks on vulnerable VoIP 
infrastructure. What else? How about your car? In May, 
Threatpost’s Dennis Fisher reported on research from 
the University of California that revealed weaknesses 
in the security used to protect the software that runs 
automobiles and a “deep reliance” of autos on “relatively 
simple software” that’s easy to exploit. That’s bad news, 
because the automobile industry is on the cusp of a tech-
enabled multimedia explosion as consumers clamor for 
more than just DVD players to amuse occupants while 
in route. Luxury automobile manufacturers are already 
touting the size of hard drives that come with their 
vehicles – all the better to store music, video, games and 
other entertainment features. If history is any lesson, 
security will be down on the list of development priorities 
for most manufacturers, making minivans and luxury 
autos a fat target in 2011 and beyond.   

 New Apps, Old Infrastructure 

Make Toxic Brew
By Paul Roberts

In a variety of ways, experts at this weekend’s ToorCon 

Conference warned that the tidal wave of new devices 

and Web based services is straining an already aging 

Internet infrastructure, with privacy and security as 

the fi rst victims.  

Call it the ‘schizophrenia of now’: a tidal wave of new 

applications and mobile devices promise to connect 

and enable us in ways we only dreamed of a decade 

ago. At the same, the Internet itself strains under the 

demands of hundreds of millions of new users, and 

aging protocols that off er only the barest security and 

privacy protections. 

That was the picture that emerged from two days of 

sessions at the ToorCon Conference in San Diego. An 

eclectic event, discussions at ToorCon ran the gamut 

- from social engineering, to the moral and ethical 

implications of zero day vulnerabilities, to the evolu-

tionary impact of technology. But in talk after talk, top 

security experts returned to a common theme: that 

fast evolution of new applications and platforms, and 

the glacial pace of change for the decades old proto-

cols and infrastructure to support them. 

Setting the tone for the event, security researcher Dan 

Kaminsky lamented the lack of progress in securing 

e-mail communications and verifying the identities 

of legitimate senders - an endeavor now in its second 

decade. With the vast majority of e-mail communica-

tions still ‘in the clear’ and without the benefi t of en-

cryption or other data security, Kaminsky extolled the 

virtues of Domain Key Infrastructure (DKI) technology 

for proving the identity and authenticity of e-mail 

communications. 

Existing, user-driven options like SMIME require indi-

vidual management of public keys and accompanying 

certifi cates for message authentication and non-repu-

diation, have proven too complicated for all but the 

most technical users to manage, Kaminsky said. 

“We’ve created a self licking ice cream cone,” Kaminsky 

said of current, user driven e-mail security options. 

“There’s too much technical detail in certifi cates and 

users can parse all that information. We’ve go to do 

better.” 

That was the message from security researchers Ian 

Gallagher of Security Innovation and Eric Butler, an in-

dependent security consultant. The researchers talked 

about the threat to privacy posed by modern social 

networking applications like Twitter and Facebook, as 

well as Web e-mail, which run on unencrypted HTTP, 

leaving users susceptible to various forms of session 

hijacking that could allow malicious hackers to view 

their personal details. The fi x, according to the two, 

is for more Web 2.0 providers to deploy end to end 

encryption using SSL, but concerns about the cost 

and impact on performance have kept that needed 

change from happening. In an eff ort to turn up the 

heat around vulnerable Web apps, the two used Toor-

Con to release a Firefox browser plugin, FireSheep, 

that allows users to canvas and then hijack Web 2.0 

sessions from users on the same wireless network. 

If decades old tools like the Web and e-mail are 

problems, the situation is no better - and possibly 
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worse - in the burgeoning world of mobile devices, as 

numerous ToorCon presentations illustrated.

Researcher David Kane Parry used his talk to talk 

about the security implications of popular location 

based services such as FourSquare and Facebook 

Places, which allow mobile users to report their loca-

tion to their followers. Such services have an obvious 

appeal and utility, but too little time has been spent 

to discuss the security implications, while developers 

have few tools to secure such transmissions or allow 

granular application of GPS data for applications, 

Kane Parry said. Geocoding APIs, he notes, don’t yet 

use SSL encryption, while GPS data can easily be 

spoofed on mobile devices, complicating repudia-

tion, he said. 

Eric Monti, a Senior Security Researcher with Trust-

Wave’s Spider Labs, raised similar concerns about 

the security of applications for mobile devices like 

iPhone and Android. Monti developed a stripped 

down rootkit for iPhones, leveraging work done by 

the Jailbreakme team over the Summer. Modern 

mobile devices are “just as complicated as desktops 

and laptops or servers,” Monti warned. And, rather 

than being a special case, the operating systems 

that manage these devices are variants of modern 

operating systems - OS X, Linux and Windows - about 

which much is known, he said. That’s a problem, as 

third parties rush to design all manner of applications 

for these platforms, including those handling sensi-

tive data, such as credit card processing and SCADA 

control tools, he said. 

And, without proper protections, even seemingly 

innocuous devices can potentially be leveraged for 

users well afi eld of that for which they were designed. 

Researchers Travis Goodspeed and Michael Ossmann 

proved this with the IM-Me wireless text messaging 

toy from Girl Tech - a little recognized mobile device 

that has suddenly become very popular amongst 

hardware hackers for its fl exibility, powerful radio 

(and cute, pink case). The two showed how, with a 

modicum of eff ort, IM ME could be transferred into a 

spectrum analyzer, garage door opener, keyless entry 

device or TV remote. 

Experts and speakers at the show were generally pes-

simistic about the ability of the industry to avoid the 

painful mistakes made in earlier generations, when 

the lure of cool functionality and the growth of the 

global Internet led to covulsive waves of virus and 

worm attacks and, ultimately, organized cyber crime 

and state sponsored hacking. 

We think there are a lot of reasons to expect that the 
security of mobile devices will be big news in 2011. For 
one thing, the adoption curve of so-called “smart phones” 
that come with Internet connectivity is taking on hockey-
stick like qualities. In September, market research fi rm IDC 
predicted that shipments of so-called “converged mobile 
devices” would reach 270 million units in 2010 – a 55% in-
crease over the year before, with strong growth expected 
again in 2011. Increasingly, those phones are being 
used for e-commerce. Paypal expects payments using its 
mobile application for Apple’s iOS devices to reach $700 
million in 2010, up from less than $200 million in 2009. 
That trend will continue in 2011 and it won’t be limited to 
Apple’s iOS or online payments giant Paypal. Giants like 
Google have been snatching up mobile payments fi rms 
while merchants are salivating over the confl uence of 
mobile devices, location based services and mobile pay-
ments. However, as Threatpost reported, security often 
takes the back seat in the go-go world of mobile applica-
tion development. Paul Roberts reported back in August 
about concerns that security researchers had over the 
loosely governed application ecosystem for Google’s hot 
Android operating system. More recently, Threatpost has 
covered the drip-drip-drip of mobile security warnings, 
from rogue applications posing as updates to the mega 
popular Angry Birds mobile application.

To phishing, mobile clickjacking and drive by download 
attacks aimed at popular mobile platforms like iOS 
and Android. We predict the mobile insecurity trend to 
continue and to pick up speed in 2011, with consumers 
in the crosshairs as hackers fi nd ways to leverage mobile 
applications for illicit gain.    
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Like Windows Before It, Is Android 

Headed For a Fall?
By Paul Roberts

By most measures, Google’s Android operating system 

for mobile devices has been a raging success. Since 

it was introduced in late 2007, Android has climbed 

(quickly), replacing Research in Motion’s Blackberry as 

the top-ranked mobile phone operating system in the 

U.S. when measured by market share.

But growing user adoption has brought the attention 

of security researchers and malicious hackers, as well 

– and what they’ve found gives security professionals 

reason for concern. In its quest to dominate the market 

for mobile device platforms and applications, Google 

may unwittingly be making some of the same mistakes 

that rival Microsoft made when it tied up the desktop 

operating system market almost two decades 

ago: neglecting security in the name of fea-

tures and functionality.

Security concerns aren’t unique to Google and 

Android. At this year’s Black Hat and DEFCON 

security conferences in Las Vegas, security 

researchers demonstrated a number of vulner-

abilities in the GSM infrastructure used by 

next generation smart phones and popular mobile 

platforms, including Apple’s iPhone as well as Google’s 

Android.  An explosion of new devices, platforms and 

applications, coupled with rapid adoption, has pushed 

security issues to the background – at least for now.

 “I feel like its 1998 all over again. Back Orifi ce has just 

arrived and we’re trying to fi gure out what to do with it,” 

said Chris Wysopal, CTO of application security testing 

fi rm Veracode, referring to the infamous remote admin-

istration software that highlighted the security failings 

of Microsoft’s Windows 98 operating system. 

Security experts warn that Android’s rapid adoption 

by mobile carriers, open platform and the competitive 

push to build a robust application ecosystem are the 

ingredients for a security melt down.  

Christian Papathanasiou and Nick Percoco, head of 

the SpiderLabs research group at managed security 

services fi rm Trustwave said that he was curious about 

how diffi  cult it would be to design a rootkit program 

that could be made to run on Google’s Android operat-

ing system. The results of his inquiry, an application 

called “Mindtrick,” is a loadable kernel module (LKM) 

rootkit that has almost unchecked control over compro-

mised devices – allowing hackers to remotely connect 

to hacked Android phones, intercepting voice calls, 

and view or exporting GPS coordinates, contacts and 

SMS messages. The presentation echoed themes raised 

earlier in the year at the RSA Conference, where security 

researchers from TippingPoint demonstrated their 

ability to use a legitimate seeming Android application 

to secretly communicate out to a botnet type network, 

phoning in GPS coordinates and exporting sensitive 

data from compromised phones. 

Asked about the Mindtrick application, a Google 

representative, speaking on condition of anonymity, 

responded, via e-mail, to say that the Android OS con-

tains a number of features to prevent the installation 

of malware, including an application sandbox environ-

ment that limits access to the underlying OS, protection 

against stack and heap overfl ows and a remote applica-

tion kill capability. “Installing a kernel mode 

application or rootkit requires a pre-existing 

security fl aw, which Nick Percoco did not dem-

onstrate at DEFCON,” the spokesperson wrote. 

“As you’d expect (Google) works hard to avoid 

these types of fl aws that could permit such an 

installation.” 

Asked whether Android’s open source operating system 

made compromise easier, Percoco said that access to 

Android’s open source operating system allowed him 

to overcome one technical hurdle in getting his rogue 

application to load on the Android operating system – a 

variant of Linux. However, though he chose to focus 

on Android, Apple’s iPhone could have as easily been a 

target, even though its operating system source code 

isn’t open to viewing by developers. 

“I think, when you compare Apple and Android, it’s not 

as much about security as control,” Percoco said in an 

interview with Threatpost. “Apple likes to control what 

people can do with their devices. (Google’s) Android 

doesn’t.” Neither company has applied much scrutiny to 

the applications that run on their devices, he said, citing 

the recent blow up over Handy Light, an iPhone fl ash-

light application that was approved for sale on Apple’s 

AppStore, despite a hidden feature that would allow 

iPhone users to off er tethered Internet connections – an 

off ering that runs afoul of iPhone partner AT&T.  “A teth-

ering application versus a backdoor application, what’s 

the diff erence?” Percoco asked. 

Wysopal agrees. “The key (with Handy Light) is that you 
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have hidden functionality that uses particular APIs that 

Apple says you can’t use. If they’re not stopping that, it 

suggests that there’s not a lot of serious vetting of these 

applications.”  

But Google’s wide open approach to Android and 

application development puts it in a slightly diff erent 

category than Apple, and harkens back to the OS wars 

of the 1990s when another Apple competitor, Micro-

soft, similarly sought platform dominance by providing 

powerful tools and removing roadblocks for develop-

ers.“ Google is playing that game where they want as 

many applications written as possible so they can ‘win’ 

the app game,” said Wysopal. “Its just like Microsoft, 

who wanted Windows to become ubiquitous by having 

good development tools and courting people all over.” 

Wysopal said that more caution is advisable now, as it 

was in the early days of Windows. “I’d say ‘let’s slow this 

down and weed out the bad stuff  that may be getting 

through.” But he’s not hopeful that competing vendors 

will heed that warning. Consumers – the target audi-

ence for devices like iPhone and Android – aren’t likely 

to show any more concern about mobile device security 

than they have for the security of their PCs, especially 

when weighed against the draw of new applications.

That’s almost certainly bad news for enterprises and 

other organizations that already have to contend with 

the new devices connecting to their networks, poten-

tially creating a malware bridge that circumvents other 

network protections. However, pressure could mount if 

auditors start to scrutinize mobile security in determin-

ing compliance with industry and federal or state data 

privacy regulations, or if a reportable breach is linked to 

mobile malware, Wysopal, of Veracode, said.

In the long term, Google and Apple might consider 

introducing a variation on security features in Research 

In Motion’s Blackberry smart phones, including the 

ability to limit what applications can be installed on 

a device, or from what locations, he said. Google said 

that it has been gradually introducing security features 

to Android at the behest of enterprises. They include 

remote wipe capabilities that will erase data from lost or 

stolen devices, features to require strong passwords and 

a limit on the number of password attempts that are 

allowed before the device locks. The company said it is 

continuing to develop those capabilities, but isn’t ready 

to announce any new security features.

Sometimes a big news story looks even bigger in retro-

spect. We think that will be the case with the revelations, 

this year, about the Stuxnet worm, a sophisticated piece of 

malicious code that crawled its way onto the networks of 

power plant and critical infrastructure providers from India 

to Germany in 2010. As we reported this year, the arrival of 

Stuxnet was a watershed in the security world. It was one 

of the most sophisticated pieces of malware ever publicly 

disclosed, containing exploits for no fewer than four previ-

ously unknown holes in Windows to infect and spread 

between computers on a network. It also contained the 

fi rst ever known malware aimed at programmable logic 

controllers (PLCs), common components used in a variety 

of industries to control specialized equipment. The worm 

raised warnings about the possibility of nation-based 

attacks on critical infrastructure to a new level of intensity 

and sent security companies scrambling for experts who 

understood the working of SCADA and industrial control 

systems. Stuxnet is widely believed to have been created 

to disrupt or disable Iran’s uranium enrichment program. 

But, as Dennis Fisher reported, the politics that may or may 

not have motivated the creation and release of the worm 

are beside the point. What Stuxnet proved is that critical 

infrastructure – even closely guarded critical infrastructure 

– is vulnerable to attack and compromise. Such facili-

ties provide a rich target for cybercriminals interested in 

extortion, data theft or mercenary activities on the part 

of a state-backed or commercial entity. Stuxnet may not 

have had a clear commercial purpose, it’s reasonable to 

assume that in 2011, we’ll see evidence that the bad guys 

were paying attention and have found a way to lever-

age Stuxnet for commercial purposes, or create a new 

piece of malware purpose-built for compromise of critical 

infrastructure, data theft, denial of service and more. Alas, 

there’s no Band Aid fi x for the holes and insecurity that 

Stuxnet exposed. Critical infrastructure providers have 
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long turned a blind eye to the kinds of IT security dilemmas 

that enterprises were forced to confront in the last decade 

– adopting an approach of “security through obscurity” 

that has been proven woefully inadequate. At the same 

time, security vendors have focused on the large and lucra-

tive market for LAN and WAN based PCs rather than the 

smaller and specialized market for industrial control soft-

ware. The next year may be one that shows governments, 

critical infrastructure providers and the private sector 

wrestling with possible solutions, even as Stuxnet-inspired 

threats proliferate.

Security Firms Scramble For SCADA 

Talent After Stuxnet
By Paul Roberts

Three months after the world fi rst learned of the 

sophisticated Stuxnet worm, insiders say that there’s 

a scramble to fi nd and hire engineers with knowledge 

of both security and the industrial control systems that 

were Stuxnet’s intended target.

Anti virus companies admit their research teams were ill 

prepared for Stuxnet and are still coming up to speed 

on the functioning of Siemens industrial control sys-

tems and programmable logic controllers that Stuxnet 

infected. At the same time, the companies are searching 

high and low for technical talent with knowledge of the 

kinds of systems that run power plants, factories and 

industrial machinery -- preparing for a future in which 

malicious hackers increasingly put critical infrastructure 

and an Internet of things in the cross hairs.

Speaking at the Virus Bulletin Conference in Vancouver 

last week, Symantec researcher Liam O’Murchu said he 

and his colleagues had to teach themselves about both 

the Siemens SIMATIC programmable logic controllers 

targeted by Stuxnet worked in order to understand 

what it was the virus was doing. 

Reverse engineering new threats is nothing new for 

virus researchers, O’Murchu said, but Stuxnet’s focus on 

SCADA systems exposed a missing area of expertise on 

Symantec’s research staff , which is accustomed to ana-

lyzing malicious software designed to infect desktop 

computers, servers as well as mobile devices. 

“We realize we need new knowledge, but not new 

skills,” O’ Murchu said. “Its not like Stuxnet changes how 

AV researchers work, but new fi elds of expertise are 

needed. This is an area we’re not well equipped for.”

Symantec and other anti malware research labs process 

hundreds of thousands of unique malware a month, but 

the analysis of Stuxnet is three months old - and count-

ing, he said. 

Stuxnet has set off  a rush for engineering expertise that 

spans industrial control and automation systems and 

security, experts interviewed by Threatpost agree. The 

list of interested parties includes major anti malware 

and security software fi rms, as well as critical infrastruc-

ture fi rms and OEMs (original equipment manufactur-

ers) that create the components that power power 

plants, refi neries, water treatment plants and other 

critical infrastructure.

“I’ve ran across a ton of people who talk the talk, but 

can’t walk the walk,” wrote a manager of product secu-

rity at a major anti malware fi rm who asked not to be 

named because he had not been given permission to 

speak with the press. 

Engineers capable of programming PLCs and with 

a deep, technical understanding large scale SCADA 

networks are now in hot demand by security fi rm - even 

those without a fi rm grounding in computer security. 

“There’s defi nitely a shortage of people with the skills 

to understand security and process control and auto-

mation,” said Walter Sikora, Vice President of Security 

Solutions at Industrial Defender, Inc., a fi rm based in 

Foxborough, Massachusetts.

Sikora’s fi rm hires industrial control and automation 

engineers that act as security-focused consultants. It 

has been deluged with requests since Stuxnet was fi rst 

identifi ed in July from fi rms in the chemical, manufac-

turing, water, pipeline and power generation, as well as 

systems vendors, he said.

If nothing else, Stuxnet proved that, as a practical mat-

ter, the worlds of PC security and critical infrastructure 

security are now overlapping and comingled - not 
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separate. 

“There’s no security in obscurity with Windows,” said 

Costin Raiu, Director of Global Research at Kaspersky 

Lab. “People are asking ‘Why would you run nuclear 

reactors on Windows?’ The answer is that they’re not 

running on Windows directly, but Windows PCs are, 

at some point, connected to the programmable logic 

controllers (that run the nuclear reactors). So we’ve got 

this complex Windows/machinery hybrid.”

However, in the marketplace, the worlds of traditional 

network computing and industrial control systems 

areas are still separate. 

“There’s just not a lot of intersection between the 

security and the SCADA folks. You have folks who do 

network operations and understand how to do policy 

and operational security, and then you’ve got the types 

of people who design SCADA networks, and the two 

just don’t hang out that much,” said the manager of 

product security. 

That’s likely to change in the coming months and years, 

as  security fi rms look for top engineering talent with 

experience working on industrial control and automa-

tion systems and as the companies that make the ma-

chinery and the software that run those systems wrestle 

with how to create applications that are more resilient 

to attack and compromise.

The lack of security readiness came to light early on in 

the Stuxnet saga, when it was revealed that the worm 

targeted a hard-coded password in the WinCC SCADA 

software - a serious breach of secure coding practice. 

Siemens pain was compounded when the company 

had to admit that it could not change or disable the 

password without adversely aff ecting the WinCC sys-

tems. 

“It’s like having a very valuable house with the door 

wide open,” said Raiu. “From the fi nancial point of view, 

security companies realize there’s a good opportunity 

here and will be looking for experts, but the right way 

to handle the situation is to get Siemens and other 

fi rms like it to fi x the underlying bugs,” he said. 

That’s a position that has been echoed recently by the 

top security offi  cer th e North American Electric Reliabil-

ity Corporation (NERC), who was quoted in a published 

report saying that the industry needs better and more 

secure development practices that produce more reli-

ant applications.

However, experts like Sikora at Industrial Defender 

caution against expecting too much overlap - critical 

infrastructure verticals are still highly specialized, and 

the expertise needed to write applications for, say, en-

ergy generation can’t readily be transferred to water or 

chemical manufacturing, he notes. The systems and ap-

plications used in each vertical also diff er from vendor 

to vendor.

Still, Sikora and others agree that Stuxnet was a turning 

point, demonstrating the need for industrial control and 

automation vendors to pay more attention to applica-

tion security and resilience as well as protection against 

external threats that are now very real. 

“Stuxnet shows that its no longer just a Windows, Apple 

or Adobe thing. It can happen - its been shown. Now 

all those things we didn’t want to have to do on control 

systems we have to do and there’s a lot of work to be 

done,” Sikora said.

As Threatpost reported recently, social networking giant 

Facebook ended an eventful 2010 by revising its vulner-

ability disclosure policy to shield researchers from law-

suits stemming from their discoveries. That’s a small step 

forward that puts the company on an even footing with 

its rivals Google and Mozilla as well as software vendors 

like Microsoft. Expect to see more steps like that from Mr. 

Zuckerberg, as well as his competitors at fi rms like Google, 

Twitter, Groupon and LinkedIn. For one thing, Facebook, 

Google and others have been buff eted by new reports in 

recent months that have blown the whistle on lax data 

privacy and application security standards that may have 

leaked personal data to advertisers and other unauthor-

ized individuals. The pas year also saw large scale attacks 

and malware spreading at both Facebook and Twitter. 

Facebook’s fi rst full time malware researcher said that 

threats will mount as users increasingly leverage the 

massive social network for commercial transactions and 

more, diverse kinds of information sharing. In 2011, expect 

to see the relative importance of Web application security 

and social networking increase, as Web threats continue 

their stratospheric rise threats like phishing, spam and 

malware increasingly leverage social networks while Web 

application providers struggle to manage growth, feature 

development, data privacy and application security. It’s 

a toxic brew that we expect to reach a boil in the next 

calendar year, prompting employers to take a closer look 

at employee use of Web applications and instituting basic 

fi ltering and policies to help stem attacks and prevent 

critical data.
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Web-Based Malware Doubles from 

2009, Likely to Persist in 2011
By Chris Brook

There’s been a signifi cant uptick in Web-based malware, 

with infections nearly double those from this time last 

year, and predictions are that Web based attacks will get 

worse before they get better.

In their Q3 Malware Update, security fi rm Dasient 

estimated there were over 1.5 million malicious adver-

tisements a day dished out to unsuspecting users. The 

length of these campaigns spanned 11.1 days on aver-

age, suggesting attackers have been fairly successful 

with this medium.

Internet threat protection company M86 reached 

similar conclusions in their 2011 predictions, (.PDF) 

warning of refi ned attacks around HTML5 and the surg-

ing battlefi eld revolving mobile attacks. Though the 

HTML5 specifi cation is still a work in progress, adoption 

is picking up speed, driven by fi rms like Google who see 

the update to the Web’s lingua franca as an open and 

standards-based alternative to proprietary technologies 

like Adobe Flash and Microsoft’s Air. But HTML5 brings 

new security concerns along with its new features. 

Both fi rms cautioned against the continued use of 

stolen digital certifi cates to bypass security measures as 

well, citing the nefarious Stuxnet worm which targeted 

industrial systems in July. Dasient also predicts a shift 

to more fully-realized cyber warfare, with a focus on 

government web sites:

“While Stuxnet propagated via USB sticks, one can 

imagine that an effi  cient way to infect critical, govern-

ment-run infrastructure would be to infect govern-

ment web sites, which government employees access 

more often than casual visitors,” the company said in its 

report.

Drive-by-downloads and scareware will continue 

ravaging sites like Facebook and Twitter, the companies 

agreed. The fi rms referenced Koobface’s recent prolif-

eration across Facebook  and September’s Twitter XSS 

attacks.

While websites are likely to ensnare the crux of at-

tacks in 2011, attackers will continue to fi nd new ways 

to propagate their malware, ensuring some of these 

trends will carry on.

Figure 1. Web Malware Growth: Q3 2009 - Q3 2010

(via Dasient)
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